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The CPM Group (CPM) and Deloitte & Touche LLP (Deloitte & Touche)

are pleased to present the results of the 2005 Business Continuity Survey.
This sixth annual survey demonstrates that the business continuity function,
and its professional practice, both continue to play an important role in
operational risk management. Survey results show that executive management
remains primarily concerned with regulatory compliance, and with fulfilling

fiduciary responsibilities by addressing operational resilience in response to a
broad array of disruptive events.

The survey results also suggest that significant progress has been made in
extending business continuity planning initiatives at the enterprise level.
However, as you will see from the findings to follow, more work lies ahead
in achieving full enterprise implementation and optimal risk mitigation.

L

T

]

==




Executive Summary

The Deloitte & Touche/CPM 2005 Business
Continuity Survey finds that investment in Busi-
ness Continuity Management (BCM) has been
elevated and extended to the enterprise level.
Just six years ago, only 30% of respondents had
corporate business continuity plans, including
those addressing crisis management. Now, more
than 83% have formal business continuity plans,
and 56% have crisis management plans that
have been tested. These survey results confirm
that proactive Crisis Management Planning has
now become a core requirement of most BCM
programs, as evidenced by the strong commit-
ment to expanded testing. We have seen strong
Financial Services Industry (FSI) participation in
this trend, with the following industries indi-
cating plans are developed and tested at least
annually: Banking/Investment Banking (61%),
Telecommunications (60%), Other Financial
(59%), Utilities (56%), Insurance (50%), and
Brokerage (40%).

While operational resilience and fiduciary accountability remain key
business drivers, survey results also identify regulatory compliance as

a growing influence on management’s decision to expand investment
in BCM. Nearly a quarter of survey respondents indicate that regula-
tory compliance will continue to shape investment priorities during the
next five years, while 18% indicated such compliance has been a key
driver in the past. The Health Insurance Portability and Accountability
Act of 1996 (HIPAA), NASD 3510, Sarbanes-Oxley, and Basel Il have

all contributed directly to, or have heavily influenced, BCM investment
across a wide range of industry groups.

BCM governance has become a somewhat more important consid-
eration of executive management, with survey results indicating that
21.6% of responding organizations have established formal BCM
Steering Committees, up less than three points from a year ago. How-
ever, executive focus on enhanced governance is evidenced by the fact
that 34.4% of responding organizations have BCM reporting into an
executive management function, and 13.6% reporting to Corporate
Risk Management. As an example, in the financial services industry,
31.2% of the respondents indicate their BCM function is reporting
directly to an executive management function, and 22% reporting to
Corporate Risk Management.

Finally, an objective for our 2005 survey was to understand to what
extent private sector organizations see value in U.S. Government
initiatives to assist in responding to the threat of terrorist attacks.

Our survey found that more than 50% of participating organizations
believe that Department of Homeland Security’s (DHS) Threat Advisory
System rarely has value in supporting their own contingency response
planning. Our findings are consistent with recent U.S. Government
Accountability Office testimony before Congress that offered several
recommendations for improving related communications between the
DHS and the private sector.

These key findings, along with other important BCM benchmarks,
have been detailed on the following pages of this report.
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Survey Objectives

The 2005 Business Continuity Survey aims
to help your organization assess the state of
Business Continuity Management, relative

to other comparable firms and industries.
Overall, the survey attempts to answer the
basic but important question: How does the
level of business continuity preparedness
for my organization compare to that

of other companies? CPM and Deloitte

& Touche have analyzed survey data that

compares key BCM attributes for several key ':';' : 4’}'5‘; 5
market segments. The study has attempted to | ’ ¢
address key BCM risk management questions | -

that include the following:

¢ Where has BCM been organizationally deployed?

e How much should be budgeted for BCM activity?

¢ What level of staffing should be dedicated to BCM? ;

e How will the regulatory environment influence BCM priorities? r

¢ \What trends are occurring in BCM governance? h '
e How are homeland security concerns influencing BCM programs?

¢ How are management tolerances for operational downtime changing?

¢ What changes are occurring in BCM testing strategy?
e How is BCM being affected by new risk management standards?

In addressing these questions, we believe that business continuity and
risk management professionals will have a better benchmark of how
to optimize risk mitigation investments in their organization.
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Survey Process

Design, Implementation, and Evaluation

The Deloitte & Touche/CPM 2005 Business
Continuity Survey was designed to measure
the current state of BCM program initiatives
across a wide range of public and private sector
institutions. By doing so, we are able to report
on key BCM benchmarks for comparison
within and across organizations of various

sizes and industries. By understanding your
organization’s strengths and weaknesses in
BCM, and comparing your organization to
key industry benchmarks, your management
team will be better prepared to make effective
decisions on how to mitigate risk and properly
invest in its BCM program initiatives now and
in the future.

Senior members of the Deloitte & Touche Security Services Group,
along with senior staff at CPM, designed a questionnaire that was
built on the findings of last year’s survey and investigated various stra-
tegic and operational areas of business risk, response, and recovery.

Survey Participation

The survey scope was primarily centered on North America, and
solicited the participation of a number of public and private sector
organizations across a wide range of vertical market segments.

Survey Participant Demographics

Deloitte & Touche and CPM sought a broad range of organizational
participation in the 2005 Business Continuity Survey as a basis for
enhanced reporting of results by industry group. Our 2005 Survey
included 273 respondents, the broadest participation we have seen
during the past six years, with specific breakdown by industries and
job functions described as follows:



Survey Respondents by Industry

The population of survey respondents included a broad base of industry
representation, with approximately 40% coming from Financial Services
and 60% from other industry groups.

15.8%

17.9%

1.8%

2.9%

2.9%
10.6%

3.3%

3.7%

3.7% 9.5%
3.7%
0,
4.8% 77%

5.1% 6.6%

Breakdown by Industry
Banking/Invest. Banking
Other Financial
Insurance
Manufacturing/Industrial
Government-All Levels
Professional Services
Retail/Wholesale
Telecommunications
Healthcare Provider
Computer Infrastructure
Utilities

Education

Data Processing

Brokerage
Other

Creating the Questionnaire

Senior staff members from Deloitte & Touche and CPM developed
the 2005 questionnaire by considering topics that were judged both
relevant and timely. Several questions were incorporated that would
reflect key aspects of business continuity program management, crisis
management, and emergency response.
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Survey Respondents by Job Function

The population of survey respondents included 46% from business
continuity and disaster recovery management, with broad based
representation from other management functions.

9.0%

11.0%
Breakdown by Job Description
Bus. Continuity Mgmt.
Disaster Recovery Mgmt.
IT Management
Risk Management
Executive/Senior Mgmt.
Security Mgmt.
Business Operations Mgmt.
Auditor
Administrative Support
Crisis Mgmt.
Data Center Mgmt.
Other

The Data Collection Process

Once finalized, the 2005 questionnaire was posted to the CPM Group
website. Participation was sought through targeted e-mail invitations
and direct solicitation to Deloitte & Touche/CPM clients.

Results Analysis

Members of both Deloitte & Touche and CPM staffs participated in
the analysis of data received from survey respondents. Our teams used
research tools to cross-tabulate survey results and to prepare analyses
measuring industry benchmarks.
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Key Findings

Deloitte & Touche and CPM are pleased to present key
findings from the 2005 Business Continuity Survey.

We believe these findings will offer executive management
and BCM professionals in both the public and private sectors
key benchmarks that will enable BCM assessment with peer
organizations. We want to thank all participants for taking
time to respond to this 2005 survey.

Figure 1. Enterprise BCM - Status of Business Continuity Programs
Which of these statements best describes the current state of
your organization’s Business Continuity Management program?

Alternative Responses 2004 2005
BCPs have not been developed 4.4% 5.9%
or documented.

BCPs are currently being developed. 21.1% 10.6%
BCPs haye been developed gnd documented 3339% 13.6%
for a limited number of business functions.

BCPs have begn develo'ped and dqcument- 19.4% 28.2%
ed for most critical business functions.

An enterprise-wide business continuity

management program has been established 21.7% 41.8%
for all critical functions.

Enterprise business continuity program development has taken hold, with
implementation being reported by at least 70% of respondent companies.

Interpretation

Investment in

Enterprise Level BCM

We are pleased to report that BCM programs
appear to have been elevated and extended
to the enterprise level, with implementation
being reported for “most” or “all” functions
by at least 70% of respondents, up from

41% in 2004 (see Figure 1). Financial Services
Industry (FSI) firms continue to lead the way in
enterprise level BCM investment. Survey results
show strong BCM program investment levels
in Banking (96%), Insurance (92 %), and other
FSI firms (90%). Survey results also indicate
significant investment in enterprise BCM in
Telecommunications (70%), Government
(65%), Retail (62%), Brokerage (60%) and
Computer Hardware/Software Manufacturers
(60%).

Survey results also indicate that crisis manage-
ment plans are seeing increased investment,
along with an expanded commitment to
annual testing among 41% of survey respon-
dents, up from 29% in 2004 (see Figure 2).
We have seen strong FSI industry participation
in this trend: Banking/Investment Banking
(61%), Telecommunications (60%), Other
Financial (59%), Utilities (56%), Insurance
(50%), and Brokerage (40%) indicating plans
are developed and tested at least annually.

Enterprise-level BCM also appears to be
supported by an increased level of funding.
Across all survey respondents, the number
of organizations reporting annual BCM
budget allocation in excess of $1 million has
increased to 29%, up from 18% in 2004.



Figure 2. Enterprise BCM - Crisis Management Planning
Which of these statements best describes the current state

of your organization’s Crisis Management plan?

Alternative Responses 2004 2005
Responsible Executives are identified, but there is no

formal crisis management plan or assigned roles and 23.3% 20.5%
responsibilities.

Crisis Management and Emergency Response Team

members are identified, and a Crisis Command Center 22.8% 23.1%
has been established.

Crisis Marjagement and Emergency Response Team 25.0% 15.0%
plans are informal and partially tested.

Crisis Management and Emergency Response Team 25.0% 34.4%
plans are developed and tested annually.

Crisis Management and Emergency Management 3.9% 70%

Team plans are tested at least quarterly.

Interpretation

their testing programs.

Organizations are expanding their investment in formal Crisis
Management Programs, and are incorporating these plans into

Figure 3. Regulatory Drivers — Status of Regulatory Compliance

Which of these statements best describes the current state
of your organization’s regulatory and industry compliance?

Alternative Responses 2004 2005
Avyareness of rfegulatory reqwrements is limited 20.6% 13.2%
to internal audit and compliance functions.

Business units are awarelof regulatory, compli- 25 6% 26.4%
ance, legal and industry issues affecting them.

A BIA is performed periodically to identify le-

gal/regultor issues and quantify potential fines or 12.8% 11.7%
penalties.

Executives understand existing regulatory issues,

and the organization is fully compliant with minimal 35.6% 38.1%
audit exception.

The organization maintains membership on regula-

tory boards and works to constructively influence 5.6% 10.6%

regulatory direction.

Executive management is becoming increasingly focused
Interpretation on the regulatory side of business continuity, placing greater
emphasis on the need to measure and monitor compliance.

2005 Business Continuity Survey

Growing Influence of
Regulatory Drivers on

BCM Investment

Changes in the public regulatory environ-
ment during the past five years appear to be
having a collective influence, either directly

or indirectly, on the number of organizations
reporting BCM investment. As such, we have
observed that regulatory considerations have
become a key driver for investment in BCM
programs, placing greater emphasis on the
need to measure and monitor compliance.
Survey results below show a shift in focus that
extends beyond simply understanding regula-
tory issues and requirements, with respondents
reporting only a 7% increase in such under-
standing and full compliance since 2004 (see
Figure 3). Instead, the number of responding
organizations engaged in membership on
regulatory boards and/or working to influence
regulatory direction increased significantly in
2005 to 10.6%, up from 5.6% in 2004.

Further, survey results also indicate that execu-
tives are becoming increasingly involved in BCM
governance and oversight because of regulatory
compliance concerns, presumably as regulators
place greater emphasis on accountability for
overall risk management (see Figure 4).

Regulatory Requirements

We have also seen many opportunities where
regulatory requirements elevate executive
management’s awareness and willingness to
invest in business continuity. Most recently,
this includes compliance with NASD (National
Association of Securities Dealers) Rule 3510
within the Brokerage Industry that focuses
on the recoverability of securities processing.
Likewise, the requirements of the US Health
Insurance Portability and Accountability Act
(HIPAA) within the Healthcare Industry man-
date contingency planning for patient data.
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Figure 4. Business Drivers for Establishing a Business Continuity Program

Need to Ensure Operational
Resiliency and Availability

Regulatory Compliance

Executive/Senior Management's
Accountability for Risk Management

Fiduciary Responsibility
to Stakeholder

Previous Experience with
Operational Disruptions

Operating Management's
Accountability for Risk Management

Concerns About Protecting
Public Image or Reputation

Fiduciary Responsibility
for Homeland Security

Other

10%

B Next Five Years

[ Historical Drivers

From an industry perspective, survey results indicate that concerns about
regulatory compliance appear to be having the greatest emphasis on BCM
in Telecommunications (70%), Banking (60%), Utilities (56%), Manufac-
turing (52%), Insurance (48%), and Non-Brokerage Financial (62%)

This 2005 Business Continuity Survey also finds that regulatory
requirements are having a significant influence on the identification,
classification, and off-site relocation of critical vital records and data.
Aggregate survey results indicate that the number of organizations
that have identified vital records from both a regulatory and business
process perspective grew from 13.9% in 2004 to 23.4% in 2005, a
first step in critical data/record protection. The impact of HIPAA regula-
tions was apparent in record identification, with the Healthcare (60%)
and Pharmaceutical (50%) industries leading this trend.

A 33.3%
e s3.0%

15% 20% 25% 30% 35%

Management’s Tolerance for Downtime

Driven by business mandates, regulatory requirements, enabling tech-
nologies, and the changing economics of IT infrastructure, manage-
ment’s tolerance for operational downtime have been in steady decline
for some years. This year’s survey results continue to validate this
trend, indicating management'’s tolerance for operational downtime
continues to decline, with recovery time objectives for core operations
being set at hours, not days.

In aggregate, 12.1% of survey respondents indicated their organiza-
tions had zero tolerance for operational downtime for their most
critical activities, up from 5.6% in 2004 (see Figure 5). There was not
significant variance across industries: Perhaps surprisingly, our results
indicate that a requirement for zero downtime is not unique to the
Financial Services industry (FSI)'. Analysis indicates that some partici-
pants from industries including Utilities, Healthcare, Manufacturing,
and Computer Infrastructure report zero tolerance for downtime for
their most critical activities. 12.8% of survey respondents from finan-

" The Financial Service Industries (FSI) identified include Banking, Investment Banking,
Brokerage, Insurance, and other firms identified by respondents as FSI.



Figure 5. Management Tolerance — Core Business Recovery Times

2005 Business Continuity Survey

If your core business function operations are interrupted, what is your organization’s
tolerance for downtime (i.e., recovery time objectives) for your most critical activities?

Alternative Responses 2004 2005
Zero tolerance for downtime 5.6% 12.1%
Less than two hours 18.3% 16.1%
Two to eight hours 19.0%
43.9%
Eight to 24 hours 27.1%
24 10 72 Hours 13.3% 17.9%
72 Hours to 5 days 5.9%
18.9%
Greater than 5 days 1.9%
Tolerance for downtime continues to decline in most organizations,
Interpretation with Recovery Time Objectives for core business functions being
established in hours not days.

cial services companies indicated zero tolerance for operational down-
time for their core operations, compared to 11.6% across all other
industries. Still, 55% of FSI respondents report tolerances of “eight-
hours” or less for core operation compared to 42.1% across all other
industry respondents, indicating that FSI is less tolerant of down-time.

Homeland Security Advisory System

DHS periodically issues Threat Condition ratings along with Advisories
in order to provide “actionable information” about credible threats
targeting our nation’s critical infrastructure. Given the level of private
sector investment in critical infrastructure, we asked survey respondents
“To what extent has your company developed contingency plans that
respond to changes in DHS Threat Condiition ratings and related Adviso-
ries?” The 2005 survey found that almost 70% of respondents indicate
that DHS Advisories and/or changes to Threat Condition ratings are not
considered in determining their response to threat events (see Figure 6).
Only 16.5% of respondents indicated that such DHS communications
are monitored for either reactive (4.5%) or proactive (11.7%) response.
Of these respondents, the Utility industry indicated the greatest likeli-
hood of responding to such threats, with almost 67% of respondents
indicating some form of reactive or proactive response pattern.

Similarly, our survey found that approximately 50% of respondents
indicated that DHS Threat Condition ratings rarely provided value in
determining how they will respond to potential threats. (see Figure 7).
Only 16.5% of respondents indicated that such communications often
or always had value.

As stated by the U.S. Government Accountability Office (GAO) testi-
mony? before Congress in 2004, “The value of the Homeland Security
Advisory System will be the extent to which it is useful as guidance for
and actually used in the implementation of prevention, vulnerability
reduction, and response and recovery measures by relevant parties, in-
cluding the general public.” As such, half of the survey respondents are
reporting that DHS communications are providing limited value to con-
tingency planning and response initiatives. There may be several reasons
for this. For example, actionable information from DHS requires a level
of specificity that cannot be consumed by private sector organizations
that lack proper security clearance to receive it. Additionally, DHS infor-
mation on threat conditions is frequently not specific enough to provide
direct guidance to organizations that may be at risk. While the GAO has
reported several recommendations for improving the Homeland Security
Advisory System, time will tell whether expected improvements in this
system will result in the value expected by the government for future
DHS communications.

2 U.S. General Accounting (currently Government Accountability) Office Publication #GAO-04-538T, Mr. Randall A. Yim, Managing
Director — Homeland Security and Justice Issues, Testimony Before the Subcommittee on National Security, Emerging Threats,
and International Relations Committee on Government Reform, House of Representatives, March 16, 2004, “Homeland
Security — Risk Communication Principles May Assist in Refinement of the Homeland Security Advisory System.”
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Figure 6. Private Sector Use of Homeland Security Advisories
The Department of Homeland Security (DHS) periodically
issues Threat Condition Ratings along with Advisories that con-
tain “actionable information” about credible threats to our
nation’s critical infrastructure.

Question — Given that approximately 85% of critical infrastructure is
privately owned, to what extent has your company developed contin-
gency plans that respond to changes in DHS Threat Condition Ratings
and related Advisories?

Alternative Responses Percent
Contingency response plans do not consider DHS 50.59%
Advisories or change to Threat Condition Ratings. =7
Contingency response plans do not consider DHS

Threat Condition Ratings/Advisories, but they are 19.0%
monitored.

DHS Threat Condition Rating/Advisories are

monitored, with plans designed for general reactive 13.9%
response.

DHS Threat Condition Rating/Advisories are moni-

tored, for potential reactive response to specific 4.8%
threats.

DHS communications are monitored with proactive

response to Threat Condition Ratings and reactive 11.7%
response to Advisories.

BCM Budget Allocation

Analysis of survey responses included cross-tabulation of key demo-
graphic data, including the comparative relationships between re-
ported revenue and BCM budget (see Appendix B — Figure 1). Deloitte
& Touche and CPM analyzed revenue-to-budget responses for both
financial services companies and those in other industries. The 2005
survey results show that FSI firms with at least $50 Million in annual
revenues allocated at least twice the budget for BCM compared with
non-FSI companies. For organizations with $50 Million or less, 2005
BCM budget allocation appears to be roughly equivalent between FSI
and non-FSI firms.

Survey results also indicate that 20.5% of all responding organizations
reported having no formal budget allocation for Business Continuity
Management at all.

BCM Staffing Levels

The 2005 survey analysis indicates a strong correlation between BCM
budget allocation and full-time equivalent (FTE) staffing dedicated to
business continuity planning. Based on a mode scoring (see Appendix

Figure 7. Homeland Security — Value of DHS Advisories

In March 2004, the U.S. Government Accountability Office
(GAO) released a report citing the needs for improvements
in the DHS Homeland Security Advisory System. The GAO
noted the federal, state, and local officials have requested
that DHS provide more specific information when releas-
ing Threat Advisories so that contingency response can be
designed and concentrated more effectively.

Question — Given that GAO's concern, how valuable do you
consider the information contained in DHS Threat Advisories
in helping to determine how your organization will respond to
potential threats?

Alternative Responses Percent

DHS Threat Advisories have no value. 24.9%
DHS Threat Advisories rarely have value. 25.3%
DHS Threat Advisories sometimes have value. 33.3%
DHS Threat Advisories often have value. 9.9%
DHS Threat Advisories always have value. 6.6%

B — Figure 2), the survey data showed that full-time staffing of business
continuity functions will normally be seen in organizations whose BCM
budgets exceed $500,000. Above this level, survey results indicate that or-
ganizations will dedicate one FTE in support of BCM program operations
for every $750,000 to $1.5 Million in BCM budget allocation (see Ap-
pendix B — Figure 2). Given market pricing for qualified staff, this means
that firms are making significant BCM investment in areas other than
personnel, perhaps in redundant facilities, communications infrastructure,
vital records and data protection solutions, redundant equipment, train-
ing, and other critical requirements.

However, as stated above, FSI organizations do allocate more budget
than do non-FSI companies; thus the absolute numbers of BCM practi-
tioners in FSI firms is considerably higher than in other industries.

BCM Governance

The survey results indicate that governance of BCM has become a
more important consideration among executive management versus
what was reported in the 2004 survey but only slightly so. There is a
small increase in the number of respondents reporting that executives
are more aware and involved in BCM program oversight and agenda
setting during 2005 (see Figure 8).
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Figure 8. Convergance of Business Continuity Management
Which of these statements best describes the current state of
your organization’s BCM management leadership and convergence?

Alternative Responses 2004 2005
Board of Directors and executive management attention to o o
BCM is limited to audit cycles. e 0
Executive management is aware that BCM plans may exist, but 33.3% 34 89
their commitment to enhanced BCM is limited and inconsistent. =0 en
A BCM Steering Committee has been formalized and is engaged, with

. . . . . 18.9% 21.6%
business unit and IT leadership being fully aligned.
A formal and comprehehswe Business Continuity Management 16.7% 16.5%
governance structure is in place.
Ex.ecgpve management is actively involved in setting BCM program 16.7% 18.7%
priorities and agenda.

Interpretation Prudent risk management and regulatory drivers (e.g., Sarbanes-Oxley) are influencing

P the establishment of formal governance initiatives that oversee business continuity.

One key measure of executive management’s commitment to effec-
tive BCM governance is where in their organization they place BCM
responsibilities. Survey results indicate that 34.4% of organizations
have BCM reporting into an executive management function, while IT
management retains the BCM function in approximately 23.8% of all
organizations (see Appendix B — Figure 3).

Of special note is this year's finding that a growing number of FSI
organizations appear to be placing business continuity planning within
the Corporate Risk Management function. In 2005, 22% of FSI organi-
zations report that BCM is placed within Corporate Risk Management,
up from 16.1% in 2004. This trend appears to be most evident in
banking and investment banking where these firms are now address-
ing Basel Il compliance, and are seeking to coordinate operational risk
management efforts, including business continuity. Centralizing opera-
tional risk management under a common reporting structure may give
these organizations a better chance of improving their risk mitigation
investments and facilitating regulatory compliance.

Concentration Risk

Although it has long been a business continuity consideration, concentra-
tion risk became a focus issue for boards of directors, executive manage-
ment, and corporate risk managers following the events of September 11.
Recognizing that centralized operations create potential exposure in the
event of a targeted attack, many organizations have considered decentral-
izing their operations in order to reduce risk and enhance resiliency. Such

consideration would require a risk mitigation approach that considers the
level of acceptable concentration in the deployment of key people (e.g.,
executives, operations, and staff), critical business processes, and supporting
technology infrastructure (e.g., IT, facilities, and utilities).

Deloitte & Touche and CPM sought to understand the level of concern
organizations have placed on concentration risk, and to assess how such
concern has influenced implementation of both decentralized business and
data center operations.

When analyzing results by industry, Financial Services Industry (FSI) firms
emphasize decentralized business operations to a higher degree than non-
FSI organizations, as well as for their data centers (see Appendix B — Figure
4). For example, 74.3% of FSI firms reported anywhere from a limited to
significant commitment to decentralized business operations, and 77.1%
for data center operations. This can be compared to non-FSI who report
39.7% and 46.7% for business and data center operations respectively.

FSI business concentration risk findings may reflect the “branch channel”
business model for retail and commercial banking, brokerage, and insur-
ance industry firms. The influence of decentralized data center operations

is also consistent with the influence of the U.S. Securities and Exchange
Commission May 2003 Interagency Paper on Sound Practices to Strengthen
the Resilience of the U.S. Financial System on the largest FSI firms
(http:/Avww.sec.gov/news/studies/34-47638.htm).
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Conclusion

The 2005 Business Continuity Survey findings
reveal trends demonstrating executive concern for
effective governance and regulatory compliance,
which may influence priorities for a broad array
of risk mitigation initiatives in the coming years.
The growing influence of regulatory consider-
ations specific to BCM were also noted, including
industry based requirements imposed by NASD
3510 and HIPAA as key regulatory drivers. We
also believe the influence of public risk manage-
ment frameworks (e.g., Basel II, COSO) will
increase management’s focus on BCM governance
and enhanced risk management controls, includ-
ing those for BCM. One explanation for increased
executive emphasis on BCM governance may be
the indirect effects on public companies of the
Sarbanes-Oxley Act of 2002 (SOA).

While early interpretations of Section 404 of the SOA considered busi-
ness continuity and operating risk management directly, later clarifica-
tions excluded these areas. The Act requires companies to adopt an
“internal controls framework.” Given this SOA requirement, a possible
answer is that many public companies have adopted the COSO (Com-
mittee of Sponsoring Organizations of the Treadway Commission)
framework for this purpose. Many have done so because of their fa-
miliarity with the COSO framework, and because the SEC has viewed
this framework in a favorable light.

The COSO framework includes a major element suggesting that
management implement a process for identifying and managing risks
— both internal and external. As such, COSO is not limited to internal
controls for managing financial risk. Section 404 requires and the
COSO framework supports control activities for managing operat-
ing risk to the extent that they address controls surrounding financial
reporting. This creates a tangential requirement to address business
recovery for financial reporting processes to ensure full compliance
with SOA Section 404.

Outside of major metropolitan areas and certain industries, the survey
suggests that the specific threat from terrorism will only be one of a broad
array of threat events that will drive the business continuity planning
priorities of survey respondents. We expect this broad-based perspective
will continue to dominate private-sector risk management initiatives and
business continuity planning priorities for the foreseeable future.



Appendix A

2005 Business Continuity Survey

Analysis of Individual Questions

Question 1

We first asked about the general status of Business Continuity Man-
agement. Over 80% of the respondents said that they had business
continuity plans for critical business functions all the way to opera-
tional, tested plans, and an enterprise-wide BCM function involved
in maintaining the availability of critical functions and resources. This
compares to 75% in 2004. Within this overall response, one-seventh
of all respondents had some plans in place; one out of ten had plans
being developed and only 6% had no plans at all. This indicates that
business continuity continues to gather support and that plan imple-
mentation continues to expand across entire enterprises — not just a
few business units or departments.

Question 2

We next asked about the presence of business process/work area
recovery plans. These types of plans focus more specifically on critical
business processes, such as supply chain management, with the recov-
ery plans designed specifically for vertical business units, as opposed to
horizontal business processes, which can cut across multiple business
units. Almost 60% of the respondents either have plans in place to
address specific business processes or have incorporated process im-
provement activities into their BCM programs to enhance their ability
to recover. Over 20% have completed business impact assessments to
identify critical business processes in advance of producing business
continuity plans. Finally, only 12% (as compared to 20% in 2004) said
they have merely identified the need for enterprise-level recovery, in
addition to more traditional technology recovery.

Question 3

One of the often overlooked areas of business continuity is the interdepen-
dency firms have with other organizations. All companies probably depend
on one or more outside organizations for something that helps their busi-
nesses or government agencies function properly. It is critical that, during
plan development efforts, all of the outside organizations a company needs
to achieve its business goals be identified. More importantly, it is important
to determine that those organizations have contingency plans in place that
address how they remain in operation in the aftermath of a crisis situation.
The level of interaction can range from knowledge of existing emergency
plans to reciprocal recovery arrangements and sharing of recovery facilities.
The survey showed that 35% had developed a list of key third party firms
(down from 40%), and that 21% (down from 28%) had identified depen-
dencies and third-party recovery capabilities, in addition to their lists. Sixteen
percent said they had incorporated third-party recovery issues into business
continuity plans, contractual agreements, and reciprocal testing and support
agreements. More apparently needs to be done in this important area.

Question 4

The most effective way to determine if business continuity, security
and crisis management plans work is to exercise them. It was reported
that 65% (up from 50% in 2004) were conducting regular tabletop
exercises (15%), tests of critical plan components (42%), and full-scale
integrated tests (8%). We noted that about one in five had identi-
fied testing goals and added them to plans, and that only one in six
(as compared to one in four in 2004) were performing no tests at all.
While preparations for an exercise can be rigorous and time-consum-
ing, especially for a large-scale integrated test, tabletop exercises can
be effective, especially for business units, and are not particularly dif-
ficult to organize. The key challenge is to convince management and
staff — at all levels — that completing a plan in not enough. Exercising
can make the difference, especially when a real disaster occurs.

Question 5

The traditional antecedent of business continuity is disaster recovery
(or technology recovery), and it involves “bringing back the box”.
Disaster recovery focuses on recovering and restoring data and

the systems that processed it. These typically included mainframes
and storage systems, midrange systems, and, today, include serv-
ers, switches, routers, and many other related devices. Naturally,

we expected a certain number of companies would still focus on
recovering the “glass house” and related systems, and we found that
14% (down from 22% in 2004) of the respondents said their plans
focused solely on recovering primary IT platforms. Expanding on that
category, we noted that 45% (up from 38%) have plans in place for
recovering mainframes, mid-range systems, LAN/WAN and client-
server systems, and even some business unit testing. Less than one-
fourth have fully integrated technology and business unit recovery
plans. Only 18% (up from 17%) said they either have no interaction
with business units (9%) or have at least completed a technology risk
assessment and implemented some risk mitigation activities (9%).
Almost seven out of ten organizations surveyed have some form of
technology recovery plan in place.
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Question 6

Despite the critical importance of telecommunications to business and gov-
ernment, it may be overlooked as part of the business continuity process.
Both voice and data communications need to be incorporated into business
continuity programs. Without communications resilience, most organiza-
tions cannot function properly. The survey confirmed that telecommunica-
tions is still considered an important issue. Only 12% (as compared to 21%
in 2004) have no plans to deal with a telecom disruption or outage. Further,
almost nine out of ten address telecommunications at some level. About
30% have a nominal level of support for telecom recovery, and 40% ad-
dress most telecom technologies in their plans. The key challenges continue
to be identifying single points of failure, increasing network resilience
through the infrastructure, deploying backup systems and network services,
incorporating these elements into business continuity plans, and exercising
telecom infrastructure resilience regularly.

Question 7

Protection of vital records — regardless of format or technology — is an
essential part of business continuity. Key activities are to identify the
records to protect, determine their criticality to the organization, and
define how to store records in a secure, protected environment that
also makes it easy to retrieve critical records when they are needed.
Less than 10% (down from 20% in 2004) had a vital records program
in place that they consider inadequate. While 23% (up from 14%) had
identified their vital records — although they did not have a program to
protect them — the remaining 67% (unchanged from 2004) said they
had various programs in place to protect their vital records. Among the
respondents, 37% (up from 30%) were using some form of off-site
storage; 18% (down from 26%) had a records retention program; and
13% (up from 10%) were actively using leading-edge technologies
like electronic vaulting, journaling and data replication.

Question 8

We next asked respondents how they protected their physical facilities
(buildings and real estate) and infrastructures, e.g., HVAC, power, and
security. Less than 10% of respondents (down from 12% in 2004)
indicated they were aware of the need for alternate work areas, but
had no plans in development. Twenty-one percent said their facilities
plans were in development but utilities plans were not in place. The
remaining 69% said they have existing building security and safety
plans but no linkage to business requirements (23%); facilities plans
were integrated with business unit plans to support recovery and were
tested annually (36%); and the organization is exploring and imple-
menting public/private cooperation (10%, an increase from 4%). What
is probably most significant is the more than doubling of the recogni-
tion of the need for greater public/private cooperation, an area that is
increasingly important in the face of continued terrorist threats.

Question 9

The human side of business continuity — life safety — addresses multiple
issues. These include personal safety, emergency notification following
an incident, and emergency evacuation and relocation. An area of con-
cern in this category was the fact that 17% of the respondents depend
on their local fire departments to define their human safety responses. It
may be preferable that organizations take a proactive approach, rather
than relying exclusively on first responders. Ideally, the development and
implementation of these programs should be a joint effort between
private and public sector organizations. Only 21% (down from 36%)
said they have fire safety plans and call trees in place, and that individual
business units handle people issues. Sixteen percent (down from 23%)
said they have evacuation and relocation plans developed in coordina-
tion with their facilities departments. Approximately 46% (more than
twice 2004 figures) said their evacuation, communications and facilities
plans are tested annually; they leverage the internet; and incorporate
employee assistance and transportation programs.

Question 10

Awareness and training programs for business continuity, security and
crisis management are critical to the overall success and acceptance of
these initiatives. Without knowledge of what they are supposed to do
in an emergency, employees could be placed in harm’s way. Each survey
respondent had some level of awareness and training in place. Less
than half (45%) had training programs limited to business continuity
plan execution. Additional activities included joint training by business
continuity department and business units (24%); business continuity
training for all company employees (10%) with attendance optional;
and expanded company-wide training with training modules for specific
responsibilities, a department library, an intranet site, and mandatory
attendance at training sessions (12%). Almost 9% have established a
business continuity library and/or intranet site, and have added business
continuity training to overall corporate training requirements.

Question 11

Crisis management — the actions needed for responding to an unplanned
event that threatens the organization — represents a critical part of any
business continuity activity, regardless of the organization’s size. About
20% of respondents said they had identified the appropriate senior
management but had not assigned them formal roles or responsibilities in
a crisis. Twenty-three percent said they had identified a crisis management
team, an emergency response team and a command center. The next
group, at 15%, said they had defined crisis management and emergency
response teams, but conducted only partial program tests. Another 34%
(up from 25%) said they had the teams in place and conducted annual
plan tests. The remaining 7% (up from 4%) said they tested their plans
and teams at least quarterly. A higher percentage of companies are com-
pleting their plans and conducting regular crisis response exercises.



Question 12

Considering the growing need for compliance with Sarbanes-Oxley
regulations, 13% (down from 21%) responded simply that they were
aware of their requirements for regulatory compliance; by contrast, 26%
said their business units were aware of regulatory, compliance, legal, and
industry issues affecting them. Carrying the issue of compliance to the
next level, 12% said they have completed business impact assessments of
the risks associated with non-compliance with regulations. Almost 40%
(up from 36% in 2004) said they were fully compliant with applicable
regulatory and legal issues, that executive management was involved,
and there were minimal audit exceptions. The most actively involved firms
— approximately 11%, up from 6% — said they were members of various
regulatory boards, and actively develop and influence regulations. In sum-
mary, almost half of the respondents said they can demonstrate compli-
ance at various levels — a 25% improvement over 2004.

Question 13

Successful business continuity programs result from senior manage-
ment commitment coupled with a solid governance process. Top-
down management support is essential. Only 8%, down from 14%
in 2004, reported that their management only focuses on the issue
when audits are looming. A third of the respondents said their senior
management is aware of crisis plans (35%). Steering Committees are
useful in securing management support; 22% said they have such
committees in place. These committees were aligned with the needs
of technology departments and business units. We also note that 17%
said they have a comprehensive BCM governance structure in place,
and another 19% said they have “active executive involvement” in
program development. While the last two categories are highly desir-
able — and the most difficult to achieve — progress continues to be
made in this key area.

Question 14

It is not uncommon for a specific event, such as a fire, flood, severe
weather, or a major technology failure to encourage development of

a business continuity program. Other than responding to these kinds
of events, we asked the respondents to specify the primary reason for
business continuity in their firms today. Choices included senior man-
agement accountability (21%), operating management accountability
(6%), need to address operational resilience and availability (33%),
regulatory compliance (19%), stakeholder protection (7%), previ-

ous business disruption (7 %), public relations/corporate image (2%),
responsibility to prepare for homeland security (<1%), and other (6%).
An important point to make is that while senior management ac-
ceptance of business continuity and regulatory compliance are two key
drivers, so is the need to strive for uninterrupted business operations.

2005 Business Continuity Survey

Question 15

Following from Question 14, we asked where the focus would be on
these same drivers over the next five years. Choices included senior
management accountability (23%), operating management account-
ability (4%), need to address operational resilience and availability
(33%), regulatory compliance (23%), stakeholder protection (8%),
responsibility to prepare for homeland security (<1%), previous busi-
ness disruption (4%), public relations/corporate image (3%), and other
(3%). As can be seen, the areas of concern will be largely the same.

Question 16

We asked where business continuity typically resides within an organi-
zation. Respondents said it reports to corporate management (34%),
legal (<1%), financial management (7%), human resources (<1%), risk
management (14 %), facilities management (5%), information tech-
nology (24%), data center (1%), information security (5%), physical
security (2%), and other (7%). The results reflect the disparate location
of business continuity activities in corporate organization charts.

Question 17

When developing business continuity plans, a key metric is to identify
risk tolerance, especially for critical business functions. This is often
stated in terms of a recovery time objective (RTO). Fully three-fourths
of respondents said they needed their most critical activities back in
business within 24 hours. About 18% said they could handle critical
system outages lasting up to three days. Six percent said they could
last three to five days, and 2% said they could wait five days or longer.
Notably, about one in eight (12%) require zero downtime.

Question 18

Getting external firms to participate in the business continuity process
is very important — but perhaps overlooked. The 2005 results show
increasing emphasis. About 62% (compared to 69% in 2004) said
there is no reciprocal participation in plan testing among suppliers and
service providers. Among the remaining respondents, 21% (compared
to 17% in 2004) said vendors participate in the respondents’ plan tests
but it is not reciprocal, 4% (no change) said they participated in their
vendors' tests but not conversely, and finally, 13% (compared to 9%)
claimed full plan test participation and reciprocity.
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Question 19

Questions 19 and 20 address the relationship between business
continuity, change management and capacity planning. First, about
20% of respondents (compared to 36% in 2004) said they had no
formal change management process. About 26% said there is no
involvement between business continuity and change management.
One-fourth (compared to 50% in 2004) said there is informal involve-
ment between the organizations. The remaining 29% (compared to
14%) said they had varying levels of engagement between the two
disciplines, ranging from including business continuity plans in the
change management process to full involvement of business continu-
ity in enterprise-level strategic change processes. Clearly the level of
engagement has increased.

Question 20

The level of interaction between business continuity and capacity planning
was similar to change management. Again, about 23% (compared to
48% in 2004) said they have no formal capacity planning process. About
24% said there is no formal involvement among the disciplines. Slightly
more than one-fourth (26%, compared to 40%) said there is informal
consultation between business continuity and capacity planning. Of note,
26% (compared to 12% in 2004) said the two disciplines are actively
engaged, ranging from tactical integration of business continuity with
capacity planning to strategic integration for enterprise-wide applications.

Question 21

About 21% of the respondents (compared with 28% in 2004) told us
that they had no budget for business continuity. Half (50%, com-
pared with 53% in 2004) said they spent upwards of $1 million; 22%
spent from $1 million to $10 million (compared with 16%); 6% said
they spent from $10 million to $50 million (compared with 2%); and
almost 2% (compared with <1%) spent over $50 million.

Question 22

Following up with Question 21, we asked respondents the approxi-
mate percentage they spent on various items in their budgets, using
the ranges supplied in the previous question. Responses were calcu-
lated by dividing the total percentages supplied for each category by
the number of responses. Choices were external recovery sites (21%),
internal recovery sites (9%), department salaries and benefits (13%),
vital records and data backup (8%), voice and data communications
(6%), equipment and infrastructure (12 %), software (4%), documen-
tation (4%), consulting (3%), contingency outsourcing (2%), and
other (19%). Since the categories were modified from those used in
the 2004 survey, a comparison to those results cannot be made.

Question 23

This question asked for each respondent’s industry. Choices and
responses included banking/investment banking (18%), brokerage
(2%), other financial (11%), manufacturing/industrial (8%), trans-
portation (1%), utilities (3%), telecommunications (4%), healthcare
(4%), pharmaceutical (2%), government (US federal, state, local)
(7%), military services (<1%), insurance (10%), retail/wholesale (5%),
petroleum/chemical (1%), education (3%), building/property manage-
ment (<1%), information/data processing services (3%), lodging/food
service (<1%), event/amusement facilities (none), media/entertainment
(2%), professional services (5%), computer infrastructure (hardware/
software) (4%), and other (9%). As with Question 22, we modified
the categories from the 2004 survey.

Question 24

This question asked respondents to describe their primary job function.
Choices and responses included executive/senior management (10%),
crisis management (2%), security management (4%), business opera-
tions management (3%), Business Continuity Management (35%),
disaster recovery management (11%), information technology man-
agement (11%), data center management (2%), internal audit (2%),
administrative support (2%), and other (9%). As with the previous two
questions, we modified the categories from 2004

Question 25

We asked respondents to tell us how many employees were in their
companies. The number of respondents from companies with 1000 or
fewer employees declined from the 2004 survey. Conversely, the num-
ber of companies with employees ranging from 1000 to over 50,000
employees increased from 2004. Only about 30% (down from 44%

in 2004) worked for companies with 1,000 employees or less. Larger
firms dominated the survey, with 41% (up from 32% in 2004) having
1,000 to 10,000 employees and 29% (up from 23%) having 10,000
and more staff.

Question 26

When we asked about annual revenues, 37% (up from 34%) had
revenues over $1 billion; 30% (up from 29%) had from $100 million
to $1 billion; 22% (up from 20%) had between $10 million and $100
million; and 11% (down from 17%) had less than $10 million.



Question 27

Given the concerns about business concentration, e.g., centralized versus
decentralized business operations, we asked the respondents to tell us
how management is addressing the issue. Better than 50% were address-
ing the issue via some level of decentralization. Specifically, one-fourth
said the issue was not being addressed at all. About 22% said manage-
ment was aware of concentration risk, but chose not to decentralize
business operations. About 30% said management has implemented
limited business decentralization to mitigate concentration risk. Finally,
about 24% said management was addressing concentration risks through
significant business operations decentralization and other means.

Question 28

We also asked about concentration risk as it applies to data center
operations. Almost 60% were addressing the issue via some level of
data center decentralization. Fewer than one-fourth (23%) were not
addressing the issue at all. Management initiated limited data center
decentralization for 26% of the respondents. One-third of the respon-
dents (33%) said management was addressing concentration risk via
extensive data center decentralization and other means.

Question 29

This question asked respondents how many full-time equivalent (FTE) staff
members were dedicated to business continuity. Fully 27% said they had
none or less than one FTE, which means the business continuity person,
had other duties besides business continuity. Thirty percent had 1-2 busi-
ness continuity employees; 23% had 2-5; 6% had 5-10, and almost 14%
had more than 10 business continuity professionals on staff.
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Question 30

The next question asked respondents to tell us what kinds of products
and services they were using. Progressing through the list, in order of
preferences, off-site data storage (89%), server mirroring (60%), e-mail
server backup/recovery capability (59%), data replication software (57 %),
hot site (54 %), business continuity plan development software (44%),
disaster kits for emergency teams (42 %), second data center configured
for disaster recovery (39%), preconfigured office space, ready for oc-
cupancy in a disaster (38 %), emergency notification system/software for
rapid message dissemination (36%), cold site (34%), data vaulting (34%),
business impact analysis software (22%) and other (3%).

Question 31

Among its many activities, the Department of Homeland Security
(DHS) issues periodic Threat Condition ratings and Advisories related
to the safety and viability of the nation’s infrastructure. We asked the
respondents to tell us how often they use these advisories. Half the
respondents (50%) do not use the DHS advisories in the course of
emergency planning. Advisories only are monitored by 19% of the re-
spondents. The remaining 31% monitor both Threat Condition ratings
and Advisories and use the data — in varying degrees — as part of their
emergency plans.

Question 32

With regard to Threat Advisories, we asked the respondents to tell

us how useful the information contained in Advisories was to their
organizations, specifically to help them better respond to threats.
Respondents were evenly divided between those who thought the
Advisories offered little value, and those who felt they were valuable.
One-fourth (25%) said the Advisories had no value. Another 25% said
the Advisories rarely had any real value. The remaining 50% said the
Advisories sometimes (33%), often (10%) or always (7%) contained
useful information.
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Appendix B

Statistical Summary

Figure 1. Cross-Tabulation of Revenues to BCM Budget (Green Box Identifies Mode Score)

BCM Budget Allocation

All Industries

No < $500K  $500K to

$1M to

$5M to $10M to > $50M Total Average

Budget $1M $5M $10M  $50M
<$10M 333% [ENERCA  200% | 00%| 33%| 00%| 00%| 100.0% | $1,741667
$10M-550M PN 313% | 188% | 94%| 00%| o00%| o00%| 1000%]| $1,507,813
3 $50M-5100M 25.9% CRC  135% | 74%| 00%[ 00%| 00%[ 1000%| $1444.444
(<)
$  $100M-$500M 35.4% WEEVETTM  83% | 167%| o00%| 21%| o00%| 1000%]| $2869,792
T $500M-$1B PRI 200% [ 257%"| 29%| 00%| o00%| 100.0%| $3485714
S $1B-$5B WU 255% | 255% 5.9% 59%|  00%| 100.0% | $7,200,980
> $58 22.0% JREXCTM  220% | 10.0% [ 100.0% | $17,620,000
Percentage 5.5% 1.8% 100.0% $6,034,799

Revenue to BCM Budget Allocation

Deloitte & Touche and CPM survey results show that among orga-
nizations with at least $50 Million in annual revenues, BCM budget
allocation for Financial Services Industry (FSI) companies is at least
two times that of non-FSI. For organizations with $50 Million or less,
budget allocation appears to be roughly equivalent between FSI and
non-FSl firms.

Approximately 20.5% of all responding organizations have no formal
budget allocation for BCM, with only 8.3% of FSI organizations report-
ing no budget allocation and 28.7% for all non-FSI firms. Industries
exceeding this 20.5% level include Professional Services (50%), Com-
puter Hardware/Software Manufacturers (40%), Information Processing
(38%), Telecommunications (30%), Manufacturing/Industrial (28.6%),
Pharmaceutical (25%), Utilities (22%), and Government (22 %).

BCM Budget Allocation to Staffing Allocation

Benchmark survey results indicate a strong correlation between BCM
budget allocation and full-time equivalent (FTE) staffing dedicated to
business continuity planning. We have observed that full-time staffing
of business continuity functions will normally be seen in organizations
whose budget threshold exceeds $500,000 or more. However, survey
data appear to show that organizations will dedicate one FTE in sup-
port of BCM program operations for every $750,000 to $1.5 Million in
BCM budget allocation.

As noted above, some survey participants reported BCM staffing
allocation despite the fact that they have no reported BCM budget.
Our best interpretation of this finding is that BCM staff responsibilities
have been formally assigned while BCM budget has not been formally
allocated.
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Figure 2. Cross-Tabulation of BCM Budget to BCM Staffing (Percentage or Respondents Reporting)

BCM FTE Staffing Levels

All Industries

None <1

No BCM Budget

> 10

Average
FTEs

Under $500,000

$500K to $1 Million
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BCM Budget
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Over $50 Million

42.9%
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Figure 3. BCM Organization Placement (2004 versus 2005)

Where Does the Business Continuity
Planning Function Report in Your
Organization?

Executive/ Risk

Senior Mgmt.

All Observations

Management

Corporate Function Owning Business Continuity Planning

Information IT
Security Management

100.00%

FSI Only 31.19%

22.02%

3.67% 22.94% 20.18% 100.00%

Non-FSI

All Observations

FSI Only
Non-FSI

Organizational Placement of the BCM Function

One measure of Executive Management's focus on Business Continuity
Management is where in their organization they have place continu-

ity planning responsibilities. Benchmark survey results for the past two
years indicate that about one-third of organizations have business
continuity planning function reporting to Executive/Senior Management,
with IT management still retaining this function in approximately 24%
of organizations.

100.00%
100.00%
100.00%
100.00%

Management of Concentration Risk

Deloitte & Touche and CPM sought to understand the level of concern
organizations place on concentration risk, and to assess how such
concern has influenced implementation of both decentralized business
and data center operations for organizations of different size. We
asked respondents to tell us whether concerns about concentration
risk had driven their organizations to consider decentralizing either
their business or data center operations. Survey responses indicate that
across all organizations, regardless of revenue base, the percent of
respondents indicating a significant commitment to decentralized data
center operations is measurably higher than for decentralized business
operations.
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Figure 4. Differences in Approach to Concentration Risk Management

Concentration Risk Management
S| Vrsus Comparison of Business & IT Approaches to Risk Mitigation
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Decentralization and Other

When analyzing results by industry, we observe that Financial Services
Industry (FSI) companies emphasize decentralized business operations
to a higher degree than non-FSI organizations, for both business and
data centers. For example, 74.3% of FSI firms reported anywhere from
a limited to significant commitment to decentralized business opera-
tions, and 77.1% for data center operations. This can be compared to
non-FSI who report 39.7% and 47.6% for business and data center
operations respectively.

FSI business concentration risk findings may reflect the “branch chan-
nel” business model for retail and commercial banking, brokerage, and
insurance industry firms. The influence of decentralized data center
operations are also consistent for FSI firms that have been influenced
by standards identified in the May 2003 Interagency Paper on Sound
Practices to Strengthen the Resilience of the U.S. Financial System.

20

39.7% 771%

100.0% 100.0% 100.0%
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